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Executive Summary

Liz Roberts (UCB), Luk Arbuckle (Privacy Analytics), Andrei Belcin (Privacy Analytics), Cathal 
Gallagher (D-Wise), Janine Hodgson (Takeda), Aaron Mann (Clinical Research Data Sharing Alliance) 
on behalf of the CRDSA Data Protection Work Group

Check for Updates  »

This whitepaper updates CRDSA’s 2022 systematic review of data contributor policies and data 
protection methodologies. This update includes information published by 35 biopharma sponsors 
across three data sharing platforms: Vivli, Clinical Study Data Request (CSDR), and the Yale Open 
Data Access (YODA) Project. We focused on policy elements impacting end-user research utility, 
including what data is shared and how data will be transformed to protect patient privacy.

There was a year-on-year net increase of 6 biopharma data contributors included in the 2023 
analysis, an increase of 20.7% over 2022. This growth in data sharing through multi-contributor 

use data from multiple contributors. For data contributors, multi-sponsor platforms deliver a 
managed data sharing and use process that is well understood by the research community.

Small data contributors (under 5,000 employees) and midsize contributors (5,000 to 25,000 
employees) showed a substantial year-on-year improvement in their commitment to share across 
the dataset and supporting documentation categories in the analysis. In 2023, commitments now 
exceed 80% for all types of datasets and supporting documentation (with the exception of small-

documentation-sharing policy, across sponsors of all sizes, establishes a reference benchmark for 
all data contributing organizations. 

transformed in the contribution process. The areas of data protection methodology and data 
transformation transparency continue to pose challenges.

shared data will actually be used. This is a win-win-win scenario — a win for researchers, a win for 
data contributors, and most importantly, a win for patients who rely on researchers to identify 
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1.Overview
High-quality individual patient data (IPD) from clinical studies can support secondary research that 
verifies original findings, enables new analyses, and advances scientific understanding. These 
benefits, however, are only realized when IPD is shared in a manner that maximizes its research 
utility while safeguarding privacy and intellectual property.

The CRDSA Standard for Sharing Clinical Study Data (Std 1001) , published in September 2024, was 
developed to address long-standing variability in what is shared, when, and in what form. The 
standard specifies the core components required for high-utility data sharing, including:

• Datasets in recognized formats (e.g., SDTM for raw data, ADaM for analysis-ready data).
• Supporting documentation and metadata sufficient for independent use and interpretation 

of the data.
• Study-specific data transformation reports detailing anonymization and other modifications.
• Early provision of key documents so that secondary researchers can determine potential 

relevance before requesting IPD.

While the standard provides a benchmark for good practice, organizations that fund, publish, or 
aggregate research (e.g., data platforms) require a practical way to evaluate the suitability of 
submitted data sharing plans and/or submissions of clinical study data. The Data Sharing 
Assessment App was created for this purpose. It translates the principles in Std 1001 into a short, 
structured instrument that can be applied consistently across data sharing use cases. 

The assessment app is a 15-question scored rubric designed to objectively measure the 
completeness and quality of a proposed data sharing plan, commitment, or data contribution.

Access to the assessment is free, with no restrictions on frequency of use.

The Data Sharing Assessment App can be found here:
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Data Sharing Assessment

https://crdsalliance.org/crdsa_resources/crdsa-std-1001-standard-for-sharing-clinical-study-data/
https://crdsalliance.org/resources/data-sharing-assessment/


Introduction
This is an update to CRDSA’s whitepaper published in September 2022. This revision 
includes results from a systematic review, using the same methodology, that was 
conducted in August 2023.

Sharing patient-level data generated from clinical trials is fundamental to the advancement 
of science and the improvement of public health. The use cases for shared data are well 
established and include novel clinical trial design and enrichment strategies, predictive 
preclinical and clinical models, clinical trial simulation tools, biomarkers, clinical outcomes 
assessments, and more.  Shared clinical research data also has the power to transform the trial 
process itself, improving the patient experience and delivering life-saving and life-changing 
therapies faster and at less cost to society.

However, when sponsors put data sharing into practice, there can be high variability in both 
contribution volume and utility to end users. It is important to recognize the challenges faced by 
data contributors. Ensuring that contributions maximize research utility must be balanced with 
the equally important need to responsibly protect patient privacy. This balancing act results in 
a wide spectrum of contribution approaches, some of which may compromise data utility to the 

 

 

3

Data Contributors are challenged to balance a 
range of external and internal considerations

External Factors

• Data Privacy and Data Protection Laws 
Data Anonymization Complexities

• Data Flow Regulations and Restrictions
• Patient Rights and Consent
• Sharing Consent

Internal Factors
• Legal/Business Interpolation of Regulations
• Perceived Organizational Risk
• Ethics Considerations
• Intellectual Property Protection
• Reputation
• Resource Prioritization

Less
Restrictive
Policies

More
Restrictive
Policies

Data Governance Consortium

Sponsor A Sponsor B Sponsor C

Lower Research UtilityHigher Research Utility

Figure 1: Data Governance Continuum

2. Users and Use Cases
The assessment applies broadly to the sharing of clinical study data and can be used by research 
funders, data platforms, publishers, sponsors, and researchers. It is particularly valuable as a
benchmark for evaluating the quality of a data sharing plan or a data contribution commitment.

Here are some example assessment use cases:

Research funders play a pivotal role in advancing data sharing practices. Many agencies and 
funders, including the US National Institutes of Health (NIH) and the UK National Institute for 
Health and Care Research (NIHR), mandate data sharing plans. However, clinical study data 
presents unique challenges related to privacy protection, metadata consistency, and data usability.

 Use cases: Evaluate a data sharing plan submitted as part of a research proposal; ensure  
 downstream (end-of-study) compliance with the submitted plan.

Scientific journals shape research practices through publication requirements and many already 
require sharing of underlying data. To enhance data transparency and methodological rigor, 
journals can require authors to state how shared data aligns with the CRDSA Data Sharing
Standard. This will encourage researchers to include documentation and metadata that facilitates 
data reuse.

 Use cases: Ensure published data meets the journal’s standard for data access and data   
 utility, reinforcing responsible data sharing practices and promoting reproducible research.

Data Platforms serve as intermediaries between data contributors and secondary researchers, 
making them the lynchpin of the shared data ecosystem. Recognizing that platform owners may 
not have full control over data contributor practices, adoption does provide an important 
benchmark for a study’s potential research utility.

 Use cases: Provide a benchmark for data contribution; portfolio evaluation assessing data  
 utility across multiple studies; provide researchers (end-users) with an easy-to-use tool to  
 evaluate a study’s suitability for their research proposal.

Researchers and Academic Institutions are both producers and consumers of clinical study data. 
These institutions can support implementation of good data sharing practices by aligning internal 
data management policies with the CRDSA Data Sharing Standard. By embedding the practices 
into institutional workflows, universities and clinical research centers can ensure their investigators 
are equipped to meet the expectations of funders, platforms, and journals while promoting best 
practices in clinical research.

 Use cases: Ensure data sharing plans will meet funding proposal or publication 
 requirements; evaluate the suitability of secondary clinical study data to address specific  
 research questions. 
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The results of a survey of academic and biopharma researchers published in CRDSA’s “Establishing 
a basis for secondary use standards in clinical trials”2 indicated that the datasets and supporting 
documentation contributed are critical determinants of research utility. They provide researchers 
with the context and underlying information needed to adequately understand the datasets being 
used for analysis. The survey also indicated the importance of transparency in the data protection 
methodology being applied to transform the data for secondary use. 

This whitepaper focuses on elements impacting end-user research utility, including what data 
is shared and how data will be transformed to protect patient privacy. In conducting the initial 
2022 systematic review, the authors aimed to create meaningful benchmarks to help guide data 
contributor policy development. This update reports on policy elements that have improved over 
the course of the year and highlights areas where continued work is needed.
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3. Extending and Customizing the Assessment
While the core 15-question assessment is fixed to preserve alignment with Std 1001, organizations 
may extend the tool for their own operational needs.

Portfolio Dashboard
An organization specific dashboard 
provides a portfolio view of 
assessments across studies. It 
supports filtering and grouping by 
attributes such as sponsor type, 
funding mechanism, disease area, 
and study phase. The dashboard 
can be customized to meet specific 
operational or reporting needs.

Assessment Range 
Customization
The ranges for the assessment 
(stoplight) scoring can be tailored 
to an organization’s specific needs, 
users, and use cases.

Custom Sorting and
Filtering
Organizations can include fields 
that support internal classification 
and reporting, for example 
geographic scope, budget band, or 
links to internal governance 
records. These fields improve search 
and enable targeted
monitoring while leaving the 
standard score unchanged.

Additional Scoring Dimensions 
Custom items can be added to reflect local policy requirements not covered in Std 1001 (e.g., 
repository or access requirements). Custom items are scored and reported separately from the 
standard score so that local priorities can be addressed without affecting comparability.

Number of Studies

CRDSA Data Sharing Dashboard Demo Select date range Evaluation ▼

Research Proposal
Name or ID Therapeutic Area Study Phase Score Datasets Supporting

Doc.
Data Trans.

Report
Edit Response
Link

1. Demo101 Cardiac Phase I 100 100% 100% 100%

2. Demo102 Oncology Phase II 98 96% 100% 100%

3. Demo103 Metabolism / Nutrition Phase III 83 66% 100% 100%

4. Demo104 Neurology Phase IV 90 80% 100% 100%

5. Demo105 Immune System Phase III 80 100% 100% 0%

6. Demo106 Cardiac Phase III 77 96% 80% 25%

7. Demo107 Oncology Phase II 93 100% 100% 65%

8. Demo108 Neurology Phase I 60 50% 100% 25%

9. Demo109 Neurology Phase III 97 100% 90% 100%

10. Demo110 Neurology Phase III 90 80% 100% 100%

11. Demo111 Oncology Phase III 60 50% 100% 25%

12. Demo112 Neurology Phase II 83 66% 100% 100%

13. Demo113 Immune System Phase III 100 100% 100% 100%

14. Demo114 Oncology Phase III 90 80% 100% 100%

15. Demo115 Immune System Phase III 100 100% 100% 100%

16. Demo116 Immune System Phase III 90 80% 100% 100%

17. Demo117 Metabolism / Nutrition Phase I 38 16% 100% 0%

18. Demo118 Oncology Phase II 93 100% 100% 65%

19. Demo119 Immune System Phase II 100 100% 100% 100%

20. Demo120 Neurology Phase III 90 80% 100% 100%

21. Demo121 Cardiac Phase II 100 100% 100% 100%

22. Demo122 Neurology Phase III 100 100% 100% 100%

▲

1 - 22 / 22 < >

Total

22

D3: Analysis Dataset (8)

D1: Raw Dataset (25) D2: SDTM (15)

D2: ADaM (2)

Datasets: Average (50pts)

83.64%

Datasets 

Supporting Documentation and Metadata 

Data Transformation Report

Documentation: Average (30pts)

98.6%

Data Report: Average (20pts)

77.5%

Average Score
100 points

86.91

SD1: References (2)

Datasets: Median (50pts)

96.0%

Documentation: Median (30pts)

100.00%

SD2: Protocol (5) SD3: Dataset Speci�cation (5) SD4: Data Dictionary/De�ne F…

SD5: aCRF (3) SD6: SAP (4) SD7: CSR (3) SD8: Encoding Information (3)

Data Report: Median (20pts)

100.00%

DT1: Anonymization Methods (5) DT2: Dataset Transformations (8)

DT3: Report Format (7)

This Standards Compliance Assessment Tool is provided by the Clinical Research Data Sharing Alliance (CRDSA) “AS IS,” and any express or
implied warranties, including, but not limited to, the implied warranties of merchantability and �tness for a particular purpose, are
disclaimed. In no event shall CRDSA be liable for any direct, indirect, incidental, special, exemplary, or consequential arising in any way out of
the use and/or publication of this document. The Alliance also makes no guarantee or warranty as to the accuracy or completeness of any
information published herein.

©2025 | Clinical Research Data Sharing Alliance | CRDSAlliance.org

Note: In the demo we have turned off access to the form edit links in the below table. 

Median Score
100 points

90

Studies by Therapeutic Area

Studies by Phase



Methodology
Source Data
The source data for this review was collected from publicly available information published by 
trial sponsors across three data sharing platforms: Vivli, Clinical Study Data Request (CSDR), and 
the Yale Open Data Access (YODA) Project [Appendix A]. The information that sponsors publish 
on these platforms can include informational statements, data points (e.g., lists of supplied 
documents), and linked policy and/or process documents. 

Of the sponsors listed on these platforms, in 2023, 35 biopharma sponsors provided information 

To provide meaningful comparisons, this review focuses on the information provided by the 
biopharma sponsors.

The authors are aware that some of the sponsor information may be out of date. However, it 
was determined that our analysis would rely on publicly available information published on the 
data sharing platforms as of our review periods (April/May 2022 and August/September 2023). 
Critically, the published sponsor information is what is available to researchers. We encourage 
sponsors to review available information to ensure it is consistent with their current policies  
and practices.
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Data Protection Assessment Methodology
In addition to synthesizing the information supplied, the team developed a consistent 
methodology to categorize data protection approaches. The objective of applying this 
methodology was to determine whether a sponsor uses a risk-based data protection approach 

a reasonableness standard). A risk-based approach to data protection is generally thought to 
improve the end-user utility of data contributions3.

In our analysis, we encountered divergences in what is considered risk-based anonymization, 
similarly shown by Rodriguez et al,4 who conducted a literature review on recommended clinical 

recommendations made. Because of these divergences, there is currently no single standardized 
set of recommendations related to anonymizing clinical trial datasets for sharing. Industry groups, 
including TransCelerate5 and PHUSE,6 7

new industry-agnostic standard. 
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Tailored Visualizations and Reports
Reports can be configured for boards, review committees, or public transparency
initiatives. Visual displays can show score distributions, common deficiencies, and
portfolio-level trends.

The combination of a fixed core and optional extensions allows organizations to implement
the assessment quickly, maintain comparability across studies and programs, and meet
internal reporting needs without redefining the underlying standard.

Please email us at standards@crdsalliance.org to learn more about the portfolio dashboard
and additional customizations.

mailto:standards@crdsalliance.org


anonymization, is depicted below by the SAFE Data Standard,8 published after the literature review 

6

Figure 2: SAFE data rating by Bamford et al. (Applied Clinical Trials, 2022): Description of the SAFE Data Standard rating 

degree of data transformation and associated impact on data utility. “Internal” refers to the trial sponsor reusing its data.  

probability at or below a threshold. Platforms, including those in this review (Vivli, the YODA Project, 
and CSDR), may rate at 2 on the scale above (depending on implementation). Internal use within 

secure and controlled) for the platforms included in this review.

From the publicly available anonymization standards by pharma sponsors on Vivli, CSDR, and the 
YODA Project sharing platforms, we can observe three criteria for evaluating a standard to classify it 

1. 

2. The explicit claim by the sponsor that their anonymization approach is “risk-based”

3. 
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4. Development of the Data Sharing 
Assessment App

The assessment is based on the foundational principles in CRDSA ‘s Standard for Sharing Clinical 
Study Data (Std  1001) . For more information on the development of the standard, please see 
Appendix A.

The assessment tool was created to answer a set of recurring questions faced by reviewers
and decision-makers:

• Does the plan or contribution clearly describe what will be shared, in what format, and with 
what documentation?

• Will the shared data have sufficient utility for independent analysis?
• Are there gaps that must be addressed before the plan or contribution can be 

considered compliant?

Translating the standard into the consistent scoring rubric used in the assessment followed a
rigorous development and iterative testing process:

1. Principle-to-question mapping: Each question directly corresponds to one or more principles 
and criteria from the standard, stated in a manner that facilitates standard “yes/no/NA” answers. 
The 15 questions are divided into three sections: Datasets, Supporting Documentation and 
Metadata, and Data Transformation Report.

2. Weighting: Each question was assigned a points value (out of a maximum of 100). The 
assigned values were determined by a multi-stakeholder work group including representatives 
from industry sponsors, data sharing platforms, and academic researchers. A core determinant 
of the value assigned to a question was the perceived research value of the element. These 
values were heavily informed by CRDSA’s survey of industry and academic researchers (results 
in our 2023 publication Establishing a Basis for Secondary Use Standards in Clinical Trials).

3. Scoring: The points score (out of 100) is evaluated using a stoplight scoring approach that 
communicates whether the plan is compliant, partially compliant, or non-compliant:

▪ Green (90-100): The shared data has sufficient utility for secondary use.
▪ Yellow (75-89): Research utility may be compromised.
▪ Red (<75): Study may not be suitable for secondary research and analysis.

These ranges are based on an evaluation of research utility requirements, informed by reviews 
of industry sponsor data sharing governance policies and direct academic and non-profit 
hands-on data management experience. 

https://crdsalliance.org/crdsa_resources/crdsa-std-1001-standard-for-sharing-clinical-study-data/
https://crdsalliance.org/crdsa_resources/crdsa-std-1001-standard-for-sharing-clinical-study-data/
https://crdsalliance.org/crdsa_resources/establishing-a-basis-for-secondary-use-standards-in-clinical-trials/


among a given sponsor’s published standards scaled to the expected access controls of the 
sharing platforms. The review used the following categorizations in assessing the data protection 
methodology used by a sponsor:

• Criterion 1 
infer the use of a quantitative approach.

• Criterion 2 

• Criterion 3 is possibly a risk-based anonymization approach.

• Else, if a sponsor uses a rule set minus the risk assessment component, then we infer use 
of a rules-based approach. 
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Collation and Interpretation
There is inherent variability in the underlying information used in this review. As noted above, 

interpretation of the supplied information. For these reasons, the authors have chosen to present 
this review at the aggregate level, tiered by sponsor size.

The direct and indirect (interpreted) information was collated into three tiers based on sponsor 
size. Tiers were determined using the total sponsor employee count as follows:

The list of reviewed sponsors is provided in Appendix A. 

Tier 1 Tier 2 Tier 3

25,000 employees 
and above

5,000 to 24,999 
employees

4,999 employees 
or fewer
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While the research utility of data contributions has markedly advanced over the last five years, 
this is still an evolving area. We recognize that an existing portfolio of data sharing plans or 
data contributions will of necessity contain dated studies that may not reflect today’s 
contribution policies or requirements. Please see section 4 (Extending and Customizing the 
Assessment) for organization-specific customization options.

4. Testing and refinement: The tool was piloted using sample data sharing plans or contributions 
from multiple sectors (industry, academic, nonprofit). This process identified ambiguous
wording, refined the scoring logic, and ensured applicability across study designs and disease 
areas.

 
5.  Delivery: The 15-question assessment is delivered via a secure, web-based form. Results are 

delivered via email and can be stored in an optional organization-specific portfolio dashboard 
that aggregates assessments over time. Access to the base assessment (delivered by email) is 
free, with no restrictions on frequency of use.

CRDSA is a multi-stakeholder consortium that serves the clinical research data ecosystem.

Our mission is to accelerate the discovery and delivery of lifesaving and life-changing therapies to
patients by expanding the research value of patient data from the clinical development process, 
academic research, and real-world settings. Broad access to these data has the power to transform
the research process and improve human health. To find out more please visit crdsalliance.org.

About CRDSA

crdsalliance.org

https://crdsalliance.org/


Results

A notable improvement seen in the 2023 analysis is the consistency across tiers. In 2022, larger 

2 and tier 3 sponsors. In 2023, commitments now exceed 80% across all tiers for all types of 

(See Appendix B for additional resources, including information on dataset and documentation types.)

8

Tier 1 
25,000 and above

Tier 2 
5,000 to 24,999

Tier 3 
4,999 or fewer

 
2022 2023 2022 2023 2022 2023

Number of Sponsors 12 14 11 14 6 7

Tier 1 
25,000 and above

Tier 2 
5,000 to 24,999

Tier 3 
4,999 or fewer

 
2022 2023 2022 2023 2022 2023

Raw 100% 100% 73% 86% 83% 100%

Analysis 92% 93% 82% 86% 67% 86%

Protocol 100% 100% 73% 93% 83% 100%

Annotated CRF 100% 93% 64% 86% 67% 86%

Reporting and 
Analysis Plan / SAP 100% 100% 73% 86% 67% 86%

CSR 92% 86% 82% 86% 33% 86%

75% 79% 64% 86% 50% 71%

Average 94% v. 93%  
(nominal decrease) 

73% v. 87% 
(19% increase)

64% v. 88% 
(36% increase)

Table 1: Number of Sponsors by Tier

Table 2: Sharing of Datasets and Documentation

There was a year-on-year net increase of 6 biopharma data contributors included in the 2023 
analysis, a 20.7% increase over 2022. 
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Appendix A
The Clinical Study Data Sharing Standard and the Standard for Secondary Analysis followed
CRDSA’s approved standards development process and were informed by survey and systematic 
review data collected from clinical study sponsors, academic researchers, and industry experts.

2025:  

2024: CRDSA Std 1001: Standard for Sharing 
Clinical Study Data

2024: Draft Standards  - Public Comment Period

2023: Draft Standards (CRDSA member review)

2023: Systematic Review Update - Biopharma 
Sponsor Policies and Protection Methodologies

2023: Publication - Establishing a Basis for Secondary 
Use Standards in Clinical Trials

2022: A Review of Biopharma Sponsor Data Sharing 
Policies and Protection Methodologies

2022: BioPharma and Academic Researcher Survey

2024: CRDSA Std 2001: Standard for Secondary 
Analysis of Clinical Study Data

Data Sharing Standard Compliance
Assessment App

https://crdsalliance.org/?sdm_process_download=1&download_id=830
https://crdsalliance.org/crdsa_resources/crdsa-std-1001-standard-for-sharing-clinical-study-data/
https://crdsalliance.org/crdsa_resources/crdsa-std-1001-standard-for-sharing-clinical-study-data/
https://crdsalliance.org/crdsa_resources/a-review-of-biopharma-sponsor-data-sharing-policies-and-protection-methodologies/
https://crdsalliance.org/crdsa_resources/a-review-of-biopharma-sponsor-data-sharing-policies-and-protection-methodologies/
https://crdsalliance.org/crdsa_resources/establishing-a-basis-for-secondary-use-standards-in-clinical-trials/
https://crdsalliance.org/crdsa_resources/establishing-a-basis-for-secondary-use-standards-in-clinical-trials/
https://crdsalliance.org/crdsa_resources/a-review-of-biopharma-sponsor-data-sharing-policies-and-protection-methodologies/
https://crdsalliance.org/crdsa_resources/a-review-of-biopharma-sponsor-data-sharing-policies-and-protection-methodologies/
https://crdsalliance.org/crdsa_resources/crdsa-std-2001-standard-for-secondary-analysis-of-clinical-study-data/
https://crdsalliance.org/crdsa_resources/crdsa-std-2001-standard-for-secondary-analysis-of-clinical-study-data/
https://crdsalliance.org/resources/data-sharing-assessment/
https://crdsalliance.org/resources/data-sharing-assessment/

